SYSTEM SECURITY/PCI COMPLIANCE
[bookmark: _GoBack]•The Contractor must obtain and maintain current and ongoing PCI Level 1 Service Provider status or equivalent (obtain PCI compliance validation by a QSA). Proposers cannot base their compliance of this requirement on the PCI Service Provider status of the integrated credit card payment processor, which for the Ticket Office is currently Titan and Converge. The Contractor must have its own separate Level 1 Service Provider or equivalent certification.
•The Contractor shall:
•Guarantee a continuous state of compliance with PCI standards and requirements, and
•Define PCI requirement(s) responsibilities of each party to the contract.
•The platform shall support TLS 1.2 or higher network encryption with strong ciphers from the browser through the routing layer to the target app environment.
•Provide a security level overview and infrastructure of the hosting facility 
•Outline your Secure Socket Layer (SSL) Encryption security for the transmission of data
•Vendors must provide evidence of adequate information security measures to protect the confidentiality, integrity, and availability of the university’s data. Such measures are typically demonstrated by a SOC 2 report
