Business Continuity Management and Governance, Risk, and Compliance RFI - Addendum - 1

RFI-BCMGRC-2025-01
Clarification Questions provided by Vendors with Responses from Agency

1. Does NC DIT want a ROM as part of the RFI response for software licensing and implementation?
0. If so, how many BCM administrators and users are expected? ~500
0. How many risk administrators and users are expected?  ~100 Admins, ~500 Users
0. How many compliance administrators and users are expected?  ~50
0. How many vendors are expected? Vendors will not have access to the solution selected. If this doesn’t answer your question, please revise and resend to BCM@nc.gov 
1. Is there a CMDB/IT Asset catalog? Yes
1. Is there a crisis management system in place today? There is an Emergency Notification System in place today.
1. What is the decision timeline? 1Q2025
1. What is the budget? Undetermined.
Vendor Risk Management
1. Is this scope only covering vendor risk, or does it encompass sourcing/procurement, contracting, and ongoing monitoring? It will be used for tracking compliance with statewide security and privacy laws, standards, monitoring, etc. for state agencies, and service providers. 
2. If other areas, is the expectation to migrate the business processes to the new solution or separate? Currently, business processes are in the BCM solution we use today. All data in our current solution must be migrated to the new solution, approximately ~55GB.
3. If separate, is there an expectation to integrate? Possibly, to some extent. Vendor Risk Mgt is associated with the state’s IT Procurement system. 
Cybersecurity Risk Assessment
1. Are there other regulatory/compliance frameworks in scope besides NIST 800-37 Rev. 2 and SP 800-53 Rev. 5? Yes, The state must adhere to the Statewide Information Security Manual and other policies which can be found here >> https://it.nc.gov/resources/state-it-policies
1. Does the cybersecurity risk assessment need to account for both risks and controls, i.e. control library and risk register? Yes, both.
1. Is a risk hierarchy in scope? Yes.
Corrective Action Plan
1. Is issues management centralized under a specific team or does each team handle their own issues management workflow? Currently, Incident management is handled by each team.
-----------------
1. Number of actively assessed vendors (both onboarding and reassessed) in a yearly basis; how many vendors this state would be assessing the risk of and managing in the desired solution. Unknown. I have requested an active vendor count from our Procurement team. For the RFI response, use 150. 
2. How many risk/compliance practitioners would need access to the solution to manage and update risk, controls, etc., vs how many 1st Line Owners (Business Owners / Process Owners / App Owners) responsible for Risk/Compliance on things they own.
Estimate 500 users (practitioners) and 200 1st Line Owners.
3. How many BIA and BCP owners vs individuals who would contribute to updating BIAs or responding to BIA task.  Currently, there are ~50 BCP owners, and ~375 individuals that contribute to updates.

---------------
1. Do you prefer to run the solution on-prem or in the cloud? Given the statement of providing hardware, software....
NCDIT will review all proposed solutions to determine the best fit for the state.

1. Is BCM the priority of this project over the GRC functionality? Will the same department be running the BCM and the GRC product?
Both are a priority for the state. The same department will be running the BCM and the GRC products.

1. Is there a chance you want these products separately vs integrated? 
This RFI is asking for a combined solution proposal; however, NCDIT may entertain separate solutions.

1. What kind of data are you looking for to migrate over to the new platform?
The ~55GB of data to be migrated can be exported via .CSV 

1. Can you give a little more detail on the emergency notification requirements?
The emergency notification system will be used to provide a communication channel with state executive branch agency’s employees. It will not be used as a mass notification system for residents within NC. Notifications will be time sensitive and may include weather alerts, emergency messages such as a tornado warning or active assailant, requests for quick response meetings, and basically anything pertaining to life safety matters. There is no intent to use the emergency notification system for messages that are not time sensitive such as a request to update plans or meeting reminders.
---------------
1. Ultimately, is NCDIT seeking a list of recommendations of tools, technology implementations, and/or products intended to handle Business Continuity Management (BCM) and Governance, Risk, and Compliance (GRC)?  Yes
a. If so, is NCDIT seeking two (2) distinct solutions or a solution with BCM capabilities overlayed on GRC solutions?
NCDIT will evaluate the proposed solutions to determine the best fit for the state. A decision has not yet been made as to having one combined or two separate solutions.

2. Is there a preferred vendor model NCDIT is seeking (e.g., Fully Managed, Co-Managed, Fully Outsourced)?
There is not a preferred vendor model.

3. How is NCDIT presently managing these BCM and GRC activities? What existing tools and processes are in-place?
NCDIT is presently using Assurance CM and Assurance NM for BCM. NCDIT does not yet have a standard solution for GRC in place.

4. What are the known compliance, legal, regulatory, and privacy requirements NCDIT needs to abide by?
The state must adhere to the Statewide Information Security Manual and other policies which can be found here >> https://it.nc.gov/resources/state-it-policies

