[bookmark: _Toc8125362][bookmark: _Toc95754428][bookmark: _Hlk520116755]Attachment C: Description of Offeror
Provide the information about the offeror.
	Offeror’s full name
	

	Offeror’s address
	

	Offeror’s telephone number
	

	Ownership 
	|_| Public
|_| Partnership
|_| Subsidiary
|_| Other (specify)

	Date established
	

	If incorporated, State of incorporation and date of incorporation.
	

	North Carolina Secretary of State Registration Number, if currently registered
	

	Number of full-time employees on January 1st for the last three years or for the duration that the Vendor has been in business, whichever is less.
	

	Offeror’s Contact for Clarification of offer:
	     Contact’s name
	     Title
	     Email address and Telephone Number
	

	If Contract is Awarded, Offeror’s Contact for Contractual Issues:
	     Contact’s name
	     Title
	     Email address and Telephone Number
	

	If Contract is Awarded, Offeror’s Contact for Technical Issues:
	     Contact’s name
	     Title
	     Email address and Telephone Number
	




HISTORICALLY UNDERUTILIZED BUSINESSES

Historically Underutilized Businesses (HUBs) consist of minority, women and disabled business firms that are at least fifty-one percent owned and operated by an individual(s) of the categories. Also included as HUBs are disabled business enterprises and non-profit work centers for the blind and severely disabled.” 

Pursuant to N.C.G.S. §§ 143B-1361(a), 143-48 and 143-128.4, the State invites and encourages participation in this procurement process by businesses owned by minorities, women, disabled, disabled business enterprises and non-profit work centers for the blind and severely disabled. This includes utilizing subcontractors to perform the required functions in this RFP. Contact the North Carolina Office of historically Underutilized Businesses at 919-807-2330 with questions concerning NC HUB certification. http://ncadmin.nc.gov/businesses/hub

Respond to the questions below.

1. Is Vendor a Historically Underutilized Business?  ☐ Yes      ☐ No
2. Is Vendor Certified with North Carolina as a Historically Underutilized Business?  ☐  Yes     ☐ No
If so, state HUB classification: ________________________________________________________________



[bookmark: _Toc8125363][bookmark: _Toc95754429]Attachment d: CATEGORY Cost FormS
Note: A separate cost form is required for each bid category. 
Remove all non-applicable cost categories 

	☐  Category A: Security Program Assessment and Consulting Services
☐  Category B. Application Risk Assessment and Consulting Services
☐  Category C. Penetration Test and Security Assessment Services
☐  Category D. Security Incident Readiness and Response Services
☐  Category E. Vulnerability Management Services
☐  Category F. Network and Cloud Security Services
☐  Category G. Security Awareness and Training Services
☐  Category H. Security Implementation and Integration Services
☐  Category I. Security Operations Services
☐  Category J. Governance, Risk, and Compliance Services
☐  Category K. Application Security Services
☐  Category L. DevSecOps and Security Automation Services
☐  Category M. Identity and Access Security Services
☐  Category N. Data Security Services
☐  Category O. Cloud Security Services
☐  Category P. Third-Party Risk Management Services
☐  Category Q. Mobile Security Services
☐  Category R. Critical Infrastructure and Operational Technology (OT) Security Services
☐  Category S. Endpoint Security Services


	
	
	
	
	

	CAT #
	CATEGORY SERVICE NAME
	Public Entity*
	NTE Hourly Rate
	Additional Information

	1.
	
	Small
	
	

	
	
	Medium
	
	

	
	
	Large
	
	

	
	
	X-Large/Enterprise
	
	

	
	
	
	
	

	2.
	CATEGORY SERVICE NAME
	Public Entity*
	NTE Hourly Rate
	Additional Information

	
	
	Small
	
	

	
	
	Medium
	
	

	
	
	Large
	
	

	
	
	X-Large/Enterprise
	
	

	
	
	
	
	

	3.
	CATEGORY SERVICE NAME
	Public Entity*
	NTE Hourly Rate
	Additional Information

	
	
	Small
	
	

	
	
	Medium
	
	

	
	
	Large
	
	

	
	
	X-Large/Enterprise
	
	

	
	
	
	
	



*Fixed Price.  Travel Must Be Included In Pricing.
Entity Size: Small Entity (50 or Less End Points);  Medium Entity (51-500 End Points); Large Entity (501-1500 End Points); X-Large/Enterprise Entity (1500+ End Points).

[bookmark: _Toc8125364][bookmark: _Toc95754430]Attachment e: Vendor Certification Form

1) ELIGIBLE VENDOR
The Vendor certifies that in accordance with N.C.G.S. §143-59.1(b), Vendor is not an ineligible vendor as set forth in N.C.G.S. §143-59.1 (a).
The Vendor acknowledges that, to the extent the awarded contract involves the creation, research, investigation or generation of a future RFP or other solicitation; the Vendor will be precluded from bidding on the subsequent RFP or other solicitation and from serving as a subcontractor to an awarded vendor. 
The State reserves the right to disqualify any bidder if the State determines that the bidder has used its position (whether as an incumbent Vendor, or as a subcontractor hired to assist with the RFP development, or as a Vendor offering free assistance) to gain a competitive advantage on the RFP or other solicitation.
2) CONFLICT OF INTEREST
Applicable standards may include: N.C.G.S. §§143B-1352 and 143B-1353, 14-234, and 133-32. The Vendor shall not knowingly employ, during the period of the Agreement, nor in the preparation of any response to this solicitation, any personnel who are, or have been, employed by a Vendor also in the employ of the State and who are providing Services involving, or similar to, the scope and nature of this solicitation or the resulting contract. 
3) E-VERIFY
Pursuant to N.C.G.S. § 143B-1350(k), the State shall not enter into a contract unless the awarded Vendor and each of its subcontractors comply with the E-Verify requirements of N.C.G.S. Chapter 64, Article 2. Vendors are directed to review the foregoing laws. Vendors claiming exceptions or exclusions under Chapter 64 must identify the legal basis for such claims and certify compliance with federal law regarding registration of aliens including 8 USC 1373 and 8 USC 1324a. Any awarded Vendor must submit a certification of compliance with E-Verify to the awarding agency, and on a periodic basis thereafter as may be required by the State.
4) CERTIFICATE TO TRANSACT BUSINESS IN NORTH CAROLINA 
As a condition of contract award, awarded Vendor shall have registered its business with the North Carolina Secretary of State and shall maintain such registration throughout the term of the Contract.


Signature:                                                                                                     Date:


Printed Name:                                                                                               Title:

[bookmark: _Hlk520116771]

[bookmark: _Toc8125365][bookmark: _Toc95754431]Attachment f: Location of Workers Utilized by Vendor

In accordance with N.C.G.S. §143B-1361(b), Vendor must identify how it intends to utilize resources or workers located outside the U.S., and the countries or cities where such are located. The State will evaluate additional risks, costs, and other factors associated with the Vendor’s utilization of resources or workers prior to making an award for any such Vendor’s offer. The Vendor shall provide the following:

a) The location of work to be performed by the Vendor’s employees, subcontractors, or other persons, and whether any work will be performed outside the United States. The Vendor shall provide notice of any changes in such work locations if the changes result in performing work outside of the United States.

b) Any Vendor or subcontractor providing support or maintenance Services for software, call or contact center Services shall disclose the location from which the call or contact center Services are being provided upon request.


	
Will Vendor perform any work outside of the United States?  
	☐  YES   ☐  NO




If yes, Vendor MUST list in what countries the employees are working and in what capacity they are accessing State Data.  Specifically, the State must know if the employees are Help Desk support, Technical Support and/or Coders, etc.


[bookmark: _Toc8125366][bookmark: _Toc95754432]Attachment G: References
(The bidding Vendor is required to complete this form to provide their reference information.) 
	Bidding Vendor Name:
	

	CATEGORY/SUBCATEGORY
	



Vendor shall submit two (2) different customer references (per subcategory) using this form. Vendor’s failure to provide the requested reference(s) will result in Vendor’s termination for consideration of contract award. Vendors should copy this form as required to meet the reference submission requirements (one form per reference).
You may use the same reference for more than one subcategory, if appropriate and applicable. If you are using the same reference for more than one subcategory, you must still provide the complete Customer Reference Form for that customer for each subcategory.
References should demonstrate experience providing services the same, or similar to, those specified in the subcategory for which Vendors are submitting them for consideration. 
The reference contact provided should have been in a leadership role in the project at the functional and/or technical levels. References should be for work within three (3) years from the bid posting date. 

The State must be able to directly contact Vendor references.  Vendor statements that references cannot be contacted or that contact with references must be initiated through the Vendor will be considered non-responsive.
The State will notify the Vendor if any of the Vendor’s customer references do not respond to the State’s reference check requests. The Vendor will have only one opportunity to provide replacement reference(s). Vendors will be required to provide a replacement reference(s) within five (5) calendar days from notification by the State. Vendors without two completed and returned references may not be considered for contract award.

SECTION I: CUSTOMER REFERENCE INFORMATION (All information requested below is required.)
	Company/Organization Name:
	

	Customer Address:
	

	Contact Name and Title:
	

	Contact Phone Number:
	

	Contact Email Address:
	


SECTION II: CONTRACT DETAILS
	Contract Name:
	

	Value of Contract:
	

	Term of Contract:
	

	Date Service Began:
	

	Date Service Ended: (if applicable)
	

	If the contract was terminated, please indicate the circumstances.
	

	Did the project(s) stay on schedule? If not, what was the nature and cause of the delay(s)?
	

	Did the contract stay on budget? Were any change orders required? If so, how many? Please explain.
	

	Was training provided? If yes, please describe the length, type, and format.
	

	Please describe the services provided.
	





[bookmark: _Toc8125367][bookmark: _Toc95754433]Attachment H: Financial Review Form
Vendor shall review the Financial Review Form, provide responses in the gray-shaded boxes, and submit the completed Form as an Excel file with its offer. Vendor shall not add or delete rows or columns in the Form, or change the order of the rows or column in the file.
If you believe that your financial information is confidential. Please follow the requirements for submitting confidential information.
Proposals submitted without the requested financial documentation may be deemed non-responsive.

1. Vendor Name:

2. Company structure for tax purposes (C Corp, S Corp, LLC, LLP, etc.): 

3. Have you been in business for more than three years? 	 				|_|  Yes     	|_|  No

4. Have you filed for bankruptcy in the past three years?					|_|  Yes     	|_|  No

5. In the past three years, has your auditor issued any notification letters 			|_|  Yes     	|_|  No
addressing significant issues? If yes, please explain and provide a copy
of the notification letters.	

6. Are the financial figures below based on audited financial statements? 		|_|  Yes     	|_|  No											
7. Start Date of financial statements:

End Date of financial statements:
8. Provide a link to annual reports with financial statements and management discussion for the past three complete fiscal years: 

9. Provide the following information for the past three complete fiscal years:

[bookmark: _Toc8125368][bookmark: _Toc12866424]

	
	Latest complete fiscal year minus two years
	Latest complete fiscal year minus one year
	Latest complete fiscal year

	BALANCE SHEET DATA
	
	
	

	a. Cash and Temporary Investments
	
	
	

	b. Accounts Receivable (beginning of year)
	
	
	

	c. Accounts Receivable (end of year)
	
	
	

	d. Average Account Receivable for the Year (calculated)
	
	
	

	e. Inventory (beginning of year)
	
	
	

	f. Inventory (end of year)
	
	
	

	g. Average Inventory for the Year (calculated)
	
	
	

	h. Current Assets
	
	
	

	i. Current Liabilities
	
	
	

	j. Total Liabilities
	
	
	

	k. Total Stockholders’ Equity (beginning of year)
	
	
	

	l. Total Stockholders’ Equity (end of year)
	
	
	

	m. Average Stockholders’ Equity during the year (calculated)
	
	
	

	
	
	
	

	INCOME STATEMENT DATA
	
	
	

	a. Net Sales
	
	
	

	b. Cost of Goods Sold (COGS)
	
	
	

	c. Gross Profit (Net Sales minus COGS) (calculated)
	
	
	

	d. Interest Expense for the Year
	
	
	

	e. Net Income after Tax
	
	
	

	f. Earnings for the Year before Interest & Income Tax Expense
	
	
	

	
	
	
	

	STATEMENT OF CASH FLOWS
	
	
	

	a. Cash Flow provided by Operating Activities
	
	
	

	b. Capital Expenditures (property, plant, equipment)
	
	
	





[bookmark: _Toc170737886]Attachment I: SCOPE OF WORK AND SPECIFICATIONS

I.	CATEGORY SPECIFIC SCOPES OF WORK OVERVIEW
Category A: Security Program Assessment and Consulting Services
Category B: Application Risk Assessment and Consulting Services
Category C: Penetration Test and Security Assessment Services
Category D: Security Incident Readiness and Response Services
Category E: Vulnerability Management Services
Category F: Network Security Services
Category G: Security Awareness and Training Services
Category H: Security Implementation and Integration Services
Category  I: Security Operations Services
Category J: Governance, Risk, and Compliance Services
Category K: Application Security Services
Category L: DevSecOps and Security Automation Services
Category M: Identity and Access Security Services
Category N: Data Security Services
Category O: Cloud Security Services
Category P: Third-Party Risk Management Services
Category Q: Mobile Security Services
Category R: Critical Infrastructure and Operational Technology (OT) Security Services
Category S: Endpoint Security Services
As previously instructed, Vendors who choose to respond to multiple categories must submit the general proposal response information and the category specific information for each responding bid category. 
Refer to the Main RFP Document, RFP category Scopes of Work and the RFP Submittal Checklist, for response instructions and details.
DO NOT MARK YOUR ENTIRE PROPOSAL AS “CONFIDENTIAL” OR “PROPRIETARY.”
DO NOT SUBMIT MARKETING MATERIALS IN LIEU OF PROVIDING SPECIFIC ANSWERS TO SPECIFICATIONS.  
MARKETING MATERIALS WILL NOT BE ACCEPTED NOR EVALUATED AND YOUR BID RESPONSE MAY BE DEEMED INCOMPLETE AND/OR NON-RESPONSIVE.

II.	INFRASTRUCTURE OVERVIEW.  The following overview is provided for informational purposes. 

The State of North Carolina has adopted a Zero Trust Architecture framework based on NIST SP 800-207 principles. 

Core Technologies: The core technologies of North Carolina's Executive State Agencies incorporate: leading industry solutions for operating systems, which may include but are not limited to, Windows 11, legacy Windows systems, MacOS, major Linux and other Unix distributions, iOS, and Android; and networking, which may include but are not limited to, Cisco Systems, Juniper Networks, Fortinet, Dell Technologies, Hewlett Packard Enterprise, Palo Alto Networks, Arista Networks, Gigamon, IBM, VMware, and F5 Networks. The State prioritizes commercial Software as a Service (SaaS) applications and standard development platforms while minimizing support for custom-developed solutions. Core technologies supported by Non-Executive State Agencies may differ from the above.

Operational Scope: The State’s Executive State Agencies span multiple departments, supported by a diverse workforce including employees, contractors, volunteers, and interns. The State’s Executive Branch Agencies currently have approximately 60,000 laptops and desktops, 3,000 Apple computers and tablets, and 10,000 Android and iOS mobile devices. There are approximately 3,500 Windows Servers and 40 VM Server Farms. State Executive Agencies have adopted a strategic approach towards virtualization. 
Non-State Agencies also have computing infrastructures that will require cybersecurity support. Non-State entities utilize a variety of business systems that cater to specialized and general operational needs within data centers and managed cloud hosting environments as well as PaaS, SaaS, and IaaS solutions.

Data Centers: NCDIT operates data centers that are central to the State’s IT infrastructure, supporting a wide range of services and applications. 
Non-State Executive Agencies may also operate data centers for their own purposes.

Cloud Adoption: A significant portion of the State's primary business systems leverage cloud technology, including but not limited to, organizational tools, customer relationship management, productivity suites, infrastructure services, and specific applications geared towards enhancing operational efficiency and security.

III. CATEGORY SPECIFIC SCOPES OF WORK

[bookmark: _Toc198129654]CATEGORY A: SECURITY PROGRAM ASSESSMENT AND CONSULTING SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Assessment Methodology:
i) Describe the service method used to conduct security program assessments.
ii) Describe how you evaluate the current effectiveness of an organization's security posture.
iii) Describe the frameworks or standards used for your assessments (e.g., NIST, ISO, CIS).
iv) Describe tools used to conduct the assessments and any clean up methodology used to remove the tools from the system.
b) Scope and Depth of Assessments:
i) Describe the scope and depth of your security program assessments.
ii) Describe the program areas covered by the assessment (e.g., policies, procedures, technical controls, incident response, training).
iii) Describe how you ensure that assessments are comprehensive.
c) Risk Identification and Analysis:
i) Describe how you identify and analyze risks in an organization's security program.
ii) Describe how you prioritize risks.
iii) Describe the criteria used to assess the potential risk impact.
d) Recommendations and Roadmap Development:
i) Describe how you provide recommendations and develop roadmaps for improving an organization's security posture.
ii) Describe how you ensure that recommendations are actionable, prioritized, and aligned with an organization's business objectives.
e) Stakeholder Engagement and Communication:
i) Describe your approach to engaging stakeholders during the assessment process.
ii) Describe how your findings and recommendations are communicated to both technical and non-technical stakeholders.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129655]CATEGORY B: APPLICATION RISK ASSESSMENT AND CONSULTING SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Assessment Scope and Techniques:
i) Describe the scope of your application risk assessment services.
ii) Describe the techniques used to identify and assess risks in both web-based, mobile, and client-server applications.
iii) Describe your approach to assessing both custom-developed and commercial off-the-shelf applications.
b) Vulnerability Identification and Prioritization:
i) Describe how your service identifies vulnerabilities within applications.
ii) Describe how you prioritize vulnerabilities.
iii) Describe how you correlate multiple vulnerabilities to identify potential attack paths.
c) Secure Coding Practices and Review:
i) Describe how your service evaluates the application's adherence to secure coding practices.
ii) Describe how you perform code reviews. 
iii) Describe how you ensure that developers follow best practices to mitigate security risks.
iv) Describe your approach to evaluating third-party libraries and dependencies.
d) Compliance with Security Standards:
i) How does your service ensure that applications comply with applicable security standards and regulations (e.g., OWASP Top 10, PCI DSS, HIPAA). 
ii) Describe how you evaluate and ensure compliance across the entire application portfolio.
iii) Describe how, in your application assessments, you address specific regulatory requirements.
e) Application Security Architecture:
i) Describe your approach to evaluating and recommending secure application architectures.
ii) Describe how you assess authentication, authorization, and session management controls.
iii) Describe how you evaluate both API security and third-party integrations.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services.. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129656]CATEGORY C: PENETRATION TEST AND SECURITY ASSESSMENT SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Testing Methodologies and Scope:
i) Describe the penetration testing methods that you employ. 
ii) Describe your process for planning and conducting Penetration Testing ranging from enclaves to enterprise-wide systems.
iii) Describe the intrusion vectors that you are capable of testing. 
iv) Describe how you determine the boundaries of the testing environment.
v) Describe your methods used to evaluate the security of various platforms and systems.
vi) Describe your ability to perform tests of varying scopes and complexities.
vii) Describe your process from scoping through reporting and remediation support.
viii) Describe your approach to adversary emulation and threat-based testing.
ix) Describe how you simulate advanced persistent threats and nation-state actors.
x) Describe your approach to testing IoT, OT, or specialized systems.
b) Red Team and Adversary Simulation Services:
i) Describe your approach to conducting full-scope red team exercises including cyber, physical, and social engineering vectors.
ii) Describe your ability to perform adversary simulation and emulation of specific threat actors.
iii) Describe how you conduct purple team exercises to improve defensive capabilities.
iv) Describe your methodology for campaign-based testing over extended periods.
v) Describe how you simulate insider threats and advanced persistent threat behaviors.
vi) Describe your approach to measuring and improving blue team detection and response capabilities.
c) Compliance with Legal and Ethical Standards:
i) Describe how your penetration testing services are designed to detect activities that violate (i) NCGS §14-454, Accessing Computers; (ii) the Computer Fraud and Abuse Act, Title 18 U.S.C. §1030; and (iii) the Electronic Communications Privacy Act of 1986 (ECPA), Title 18 U.S.C. §§ 2510-2523.
ii) Describe how you ensure that testing is conducted without disruption of an organization's normal business activities.
iii) Describe how you approach risk mitigation during active testing.
d) Reporting and Debriefing:
i) Describe the reports provided following a security test.
ii) Describe how you debrief an organization on your findings.
iii) Describe how you recommend remediation strategies for discovered vulnerabilities.
iv) Describe validation of remediation efforts after implementation.
e) Tools and Technologies Used:
i) Describe the tools and technologies used during your security testing.
ii) Describe how you stay current with the latest testing tools and techniques.
f) Client Collaboration and Communication:
i) Describe your approach to client collaboration and communication throughout the penetration testing.
ii) Describe how you involve clients in planning, execution, and post-testing activities.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe your qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129657]CATEGORY D: SECURITY INCIDENT READINESS AND RESPONSE SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Incident Readiness Assessment:
i) Describe the framework or methods used to assess an organization's incident response readiness.
ii) Describe the evaluation of the current state of an organization's incident response plan, procedures, and capabilities.
iii) Describe how you conduct tabletop exercises and simulations to test readiness.
iv) Describe your approach to developing and maintaining incident response playbooks.
v) Describe how your service ensures that an organization's incident response practices are compliant with NIST SP 800-61 and/or ISO/IEC 27035 best practices.
b) Incident Response Capabilities:
i) Describe your incident response services and capabilities.
ii) Describe how you assist organizations in detecting, investigating, containing, eradicating, and recovering from cybersecurity incidents.
iii) Describe your incident response methodology and process.
iv) Describe your ability to respond to various types of incidents (e.g., ransomware, data breach, insider threat).
v) Describe your approach to digital forensics and evidence collection.
c) Response Time and Availability:
i) Describe your incident response times and provisions for responding to incidents.
ii) Describe how you ensure availability and rapid deployment of resources when an organization requires immediate assistance.
iii) Describe your on-call procedures and escalation processes.
d) Communication and Coordination:
i) Describe your approach to communication and coordination during an incident response.
ii) Describe how you interact with an organization's internal teams, external stakeholders, and law enforcement when required.
iii) Describe your stakeholder management during a crisis.
e) Post-Incident Activities:
i) Describe your post-incident reporting and debriefing process.
ii) Describe the types of reports and documentation provided.
iii) Describe how you facilitate lessons learned and improvement of incident response plans.
iv) Describe your approach to post-incident threat hunting to ensure complete remediation.
f) Malware Analysis and Response:
i) Describe your malware analysis capabilities and methodology.
ii) Describe how you reverse engineer malicious code.
iii) Describe how you extract indicators of compromise from malware.
iv) Describe how you develop custom detection and prevention mechanisms.
g) Breach Management and Notification:
i) Describe your approach to breach investigation and scope determination.
ii) Describe your breach notification planning and execution.
iii) Describe your regulatory compliance assistance to an organization following a breach.
iv) Describe your methodology for stakeholder communication during breaches.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129658]CATEGORY E: VULNERABILITY MANAGEMENT SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Vulnerability Assessment and Management Approach:
i) Describe the scope of your vulnerability management services.
ii) Describe your methodology for continuous vulnerability assessment and management.
iii) Describe how you ensure comprehensive coverage across all assets and environments.
iv) Describe your approach to vulnerability, scanning frequency and scheduling.
b) Vulnerability Scanning Tools and Techniques:
i) Describe the tools and techniques your team has experience supporting for vulnerability scanning.
ii) Describe how you ensure that the tools are current with the latest vulnerability signatures and scanning capabilities.
iii) Describe your approach to authenticated versus unauthenticated scanning.
iv) Describe how you minimize performance impact during scanning activities.
c) Vulnerability Prioritization and Remediation:
i) Describe how you prioritize vulnerabilities based on risk and business impact.
ii) Describe your vulnerability scoring methodology and how it aligns with industry standards.
iii) Describe how you develop remediation strategies based on vulnerability findings.
iv) Describe your approach to tracking remediation progress and verifying fixes.
d) Patch Management:
i) Describe your patch management methodology and approach.
ii) Describe your capabilities for patch prioritization and deployment.
iii) Describe how you handle emergency patching for critical vulnerabilities.
iv) Describe your approach to patch testing and validation.
v) Describe how you manage patching across diverse environments.
e) Reporting and Metrics:
i) Describe the types of reports and metrics provided as part of your vulnerability management services.
ii) Describe how you track vulnerability trends and remediation effectiveness over time.
iii) Describe how you communicate findings to different organizational stakeholders.
iv) Describe how you measure the effectiveness of the vulnerability management program.
f) Integration with Security Operations:
i) Describe how your vulnerability management services integrate with other security operations.
ii) Describe how you correlate vulnerability data with threat intelligence and security events.
iii) Describe your approach to identifying and addressing threats targeting known vulnerabilities.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129659]CATEGORY F: NETWORK SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Network Security Assessment and Design:
i) Describe the methods used to assess network security architecture.
ii) Describe how you evaluate the current network design for potential vulnerabilities and compliance with best practices.
iii) Describe your approach to network segmentation design and implementation.
iv) Describe your process for developing secure network architectures.
b) Network Security Implementation:
i) Describe your capabilities for implementing network security controls.
ii) Describe your approach to firewall management and optimization.
iii) Describe how you implement secure remote access solutions.
iv) Describe how you implement network monitoring and visibility solutions.
c) DNS Security: 
i) Describe your approach to DNS security and filtering.
ii) Describe your capabilities for DNS monitoring and threat detection. 
iii) Describe how you implement DNS-based security controls. 
iv) Describe your methodology for protecting against DNS-based attacks.
d) Zero Trust Implementation:
i) Describe how you design and implement zero trust architectures.
ii) Describe your approach to transition organizations from traditional perimeter-based security to zero trust.
iii) Describe how you implement least-privilege access controls.
iv) Describe how you integrate identity and network security in zero trust implementations.
e) Email Security Services:
i) Describe your approach to comprehensive email security.
ii) Describe your ability to protect an organization against phishing, malware, and other email-borne threats.
iii) Describe how you implement data loss prevention for email communications.
iv) Describe your methodology for email authentication and anti-spoofing.
v) Describe how you secure cloud-based email platforms.
vi) Describe your capabilities for email encryption and secure messaging.
f) Web Security Services:
i) Describe your approach to implementing and managing web security gateways and proxy services.
ii) Describe your capabilities for SSL/TLS inspection and certificate management.
iii) Describe how you implement web content filtering, URL categorization, and malicious site blocking.
iv) Describe your methodology for protecting against web-based malware and phishing.
v) Describe your approach to browser isolation and remote browser technologies.
vi) Describe how you integrate web security with existing SIEM and security operations.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129660]CATEGORY G: SECURITY AWARENESS AND TRAINING SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Program Content and Structure:
i) Describe the content and structure of your security awareness and training programs.
ii) Describe the topics covered in the training and how they align with current threats.
iii) Describe how you ensure that the material is relevant and effective for different audience types.
iv) Describe how you customize content for different organizational roles and responsibilities.
b) Training Delivery Methods:
i) Describe the various delivery methods available for your training programs.
ii) Describe how you determine the most effective delivery method for an organization.
iii) Describe your in-person, virtual, and self-paced training options.
iv) Describe your simulation capabilities such as phishing simulations or attack scenarios.
c) Engagement and Effectiveness:
i) Describe your methods used to engage users and ensure interactivity during the training.
ii) Describe how you ensure that your training is engaging and memorable to maximize retention.
iii) Describe how you measure training effectiveness and knowledge retention.
iv) Describe your approach to making learning about cybersecurity more engaging, memorable, and effective.
d) Program Measurement and Improvement:
i) Describe how you measure the effectiveness of security awareness programs.
ii) Describe the metrics you use to track improvements in security behavior.
iii) Describe your approach to continuous program improvement based on results.
iv) Describe how you benchmark awareness program effectiveness against industry standards.
e) Specialized Training Programs:
i) Describe any specialized training programs you offer for specific audiences.
ii) Describe how you deliver role-based security training.
iii) Describe how you address compliance requirements in your training programs.
iv) Describe your security training for developers and technical staff.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129661]CATEGORY H: SECURITY IMPLEMENTATION AND INTEGRATION SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Security Technology Implementation:
i) Describe how you implement and integrate key security technologies including but not limited to SIEM, EDR, XDR, DLP, and email security platforms.
ii) Describe how you select security technologies to address specific requirements.
iii) Describe how you ensure interoperability between security technologies.
iv) Describe how you optimize and tune security technologies post-implementation.
v) Describe how you develop use cases and detection rules for security monitoring technologies.
b) Security Architecture Design:
i) Describe how you design a security architecture.
ii) Describe how you develop a security reference architecture.
iii) Describe how you translate business requirements into a security architecture.
iv) Describe how you incorporate scalability into security designs.
c) Technology Selection and Evaluation:
i) Describe your approach to security technology selection and evaluation.
ii) Describe the criteria you use to evaluate security products and Vendors.
iii) Describe how you conduct proof of concept testing for security technologies.
iv) Describe your approach to total cost of ownership analysis for security solutions.
d) Implementation Quality Assurance:
i) Describe your quality assurance process for security implementations.
ii) Describe how you validate whether implementations meet design specifications.
iii) Describe your approach to security testing after implementation.
iv) Describe how you measure the effectiveness of implemented security controls.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129662]CATEGORY I: SECURITY OPERATIONS CENTER (SOC) SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your SOC Services address the specifications listed below.
2) Technical Qualifications:
a) Security Operations Center (SOC) Services:
i) Describe your SOC services.
ii) Describe how you establish, manage, and operate SOC services.
iii) Describe the technology stack, staffing, and processes supported in your SOC operations.
iv) Describe your continuous monitoring capabilities and coverage hours.
v) Describe and provide the service level agreements (SLAs) related to response times and support availability
b) Threat Detection and Analysis:
i) Describe your approach to threat intelligence collection and analysis.
ii) Describe your capabilities for dark web monitoring and analysis.
iii) Describe the methodologies and tools supported for threat detection and analysis.
iv) Describe how you leverage threat intelligence to identify and mitigate threats.
v) Describe your process for analyzing security events and correlating data from various sources.
vi) Describe your approach to threat hunting and proactive threat detection.
c) Threat Intelligence Services:
i) Describe your standalone threat intelligence services separate from SOC operations.
ii) Describe your threat intelligence platform implementation and management.
iii) Describe how you aggregate, normalize, and operationalize multiple threat intelligence feeds.
iv) Describe how you provide threat intelligence analysis, contextualization, and actionable reporting.
d) Alert Management and Response:
i) Describe your alert management process and triage procedures.
ii) Describe how you prioritize and escalate security alerts.
iii) Describe your mean time to detect (MTTD) and mean time to respond (MTTR) metrics.
iv) Describe your alert investigation and remediation procedures.
e) Integration:
i) Describe how you provide managed detection and response (MDR) services.
ii) Describe your extended detection and response (XDR) across multiple security domains.
iii) Describe how you incorporate automation and orchestration into security operations.
iv) Describe your threat intelligence integration and operationalization.
f) Training and Knowledge Transfer:
i) Describe the training programs available for client staff to ensure they are proficient in working with SOC services.
ii) Describe your knowledge transfer process to ensure clients can maintain and optimize their security operations post-deployment.
g) Reporting and Metrics:
i) Describe the reporting and metrics provided as part of your security operations services.
ii) Describe your measurement and reporting on security operations effectiveness.
iii) Describe your approach to security posture reporting for different stakeholders.
iv) Describe how you demonstrate return on investment for security operations.
h) Insider Threat Management:
i) Describe your approach to insider threat program development.
ii) Describe how you detect and investigate insider threats.
iii) Describe how you balance security with privacy when monitoring insider threats.
iv) Describe your methodology for insider threat risk assessment.
i) Standalone SIEM and Security Analytics Services:
i) Describe how you implement and manage SIEM platforms without full SOC services.
ii) Describe your approach to security log aggregation, normalization, and correlation.
iii) Describe how you develop and tune SIEM use cases and detection rules.
iv) Describe your methodology for security analytics platform implementation and optimization.
v) Describe how you provide SIEM-as-a-Service for organizations not requiring 24x7 SOC.
vi) Describe your approach to SIEM sizing, architecture, and performance optimization.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129663]CATEGORY J: GOVERNANCE, RISK, AND COMPLIANCE SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Security Policy Development:
i) Describe your approach to developing comprehensive security policies.
ii) Describe how you ensure that policies are aligned with business objectives and risk tolerance.
iii) Describe your methodology for policy lifecycle management.
iv) Describe how you ensure policies remain current with evolving threats and regulations.
b) Regulatory Compliance:
i) Describe your expertise in cybersecurity regulatory compliance.
ii) Describe how you help organizations comply with relevant regulations and standards.
iii) Describe your approach to compliance gap assessment and remediation.
iv) Describe how you stay current with evolving regulatory requirements.
c) Risk Management:
i) Describe your approach to cybersecurity risk management.
ii) Describe the risk assessment methodologies you employ.
iii) Describe how you quantify and communicate risk to business stakeholders.
iv) Describe your approach to developing and implementing risk treatment plans.
d) Security Metrics and Reporting:
i) Describe how you develop and track security metrics.
ii) Describe how you align metrics with business objectives and risk priorities.
iii) Describe your reports and dashboards.
iv) Describe how you use metrics to drive continuous security improvement.
e) Security Program Governance:
i) Describe your approach to security program governance.
ii) Describe how you establish and maintain effective security committees and oversight functions.
iii) Describe your methodology for security strategy development and execution.
iv) Describe how you measure and report on security program effectiveness.
3) Capability:
a) Describe the scalability, interoperability, customization, and integration capabilities of your services.
b) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
c) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129664]CATEGORY K: APPLICATION SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Secure Development Lifecycle Integration:
i) Describe how you integrate security into all phases of the software development lifecycle.
ii) Describe how you implement and optimize DevSecOps practices.
iii) Describe how you ensure security is considered from initial design through deployment and maintenance.
iv) Describe your methodology for secure requirements gathering and threat modeling.
b) Application Security Testing:
i) Describe your capabilities for application security testing.
ii) Describe your approach to static application security testing (SAST).
iii) Describe your approach to dynamic application security testing (DAST).
iv) Describe your capabilities for interactive application security testing (IAST) and runtime application self-protection (RASP).
v) Describe your approach to application programming interface (API) security testing.
c) Secure Coding Practices:
i) Describe your approach to promoting and implementing secure coding practices.
ii) Describe how you provide secure coding training and guidance to development teams.
iii) Describe your code review methodology and tools.
iv) Describe how you assess and improve secure coding knowledge and practices.
d) Software Composition Analysis:
i) Describe your approach to software composition analysis and open-source security.
ii) Describe how you identify and manage vulnerabilities in third-party components.
iii) Describe how you maintain software bills of materials (SBOMs).
iv) Describe how you assess and manage license compliance risks.
e) Application Security Governance:
i) Describe your approach to application security governance.
ii) Describe how you establish and enforce application security standards and policies.
iii) Describe your methodology for security architecture reviews.
iv) Describe how you measure and report on application security program effectiveness.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129665]CATEGORY L: DEVSECOPS AND SECURITY AUTOMATION SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) DevSecOps Strategy and Implementation:
i) Describe your approach to developing and implementing DevSecOps strategies.
ii) Describe how you integrate security practices into DevOps workflows.
iii) Describe your methodology for DevSecOps maturity assessment and improvement.
iv) Describe how you measure the effectiveness of DevSecOps practices.
b) Security Automation:
i) Describe your capabilities for security automation.
ii) Describe your approach to automating security testing within CI/CD pipelines.
iii) Describe how you implement security orchestration and automated response.
iv) Describe your methodology for identifying and prioritizing security automation opportunities.
c) Security as Code:
i) Describe your approach to implementing security as code.
ii) Describe how you develop and maintain infrastructure as code (IaC) security.
iii) Describe your approach to policy as code implementation.
iv) Describe how you ensure the security of containerized environments.
d) Security Tool Integration:
i) Describe your capabilities for integrating security tools into DevOps toolchains.
ii) Describe your approach to API-based integration between security and development tools.
iii) Describe how you implement and maintain security tool automation.
iv) Describe your methodology for security tool selection and evaluation.
e) DevSecOps Culture and Collaboration:
i) Describe how you foster DevSecOps culture and collaboration.
ii) Describe how you promote shared responsibility for security across development, operations, and security teams.
iii) Describe your methodology for DevSecOps training and skills development.
iv) Describe how you measure and improve security collaboration effectiveness.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129666]CATEGORY M: IDENTITY AND ACCESS SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Identity Governance and Administration:
i) Describe your approach to identity governance and administration.
ii) Describe your capabilities for implementing and optimizing identity lifecycle management.
iii) Describe your methodology for identity attestation and recertification.
iv) Describe how you implement role-based access control and attribute-based access control models.
b) Access Management:
i) Describe your capabilities for implementing and managing access management solutions.
ii) Describe your approach to single sign-on implementation across diverse environments.
iii) Describe how you implement and manage multi-factor authentication solutions.
iv) Describe your methodology for access policy design and enforcement.
c) Privileged Access Management:
i) Describe your approach to privileged access management.
ii) Describe how you implement privileged account discovery and management.
iii) Describe how you implement and manage session monitoring and recording.
iv) Describe your methodology for privileged access governance and compliance.
d) Identity Security Operations:
i) Describe your approach to identity security monitoring and analytics.
ii) Describe how you detect and respond to identity-based threats.
iii) Describe your capabilities for user and entity behavior analytics (UEBA).
iv) Describe your methodology for identity threat hunting and investigation.
e) Authentication Security:
i) Describe your approach to multi-factor authentication implementation.
ii) Describe how you manage diverse authentication methods.
iii) Describe how you implement risk-based authentication.
iv) Describe your methodology for secure authentication across environments.
f) Zero Trust Identity Architecture:
i) Describe how you implement zero trust identity architectures.
ii) Describe how you integrate identity security with network and application security.
iii) Describe your methodology for continuous authentication and authorization.
iv) Describe how you implement least privilege access across diverse environments.
g) User Behavior Analytics:
i) Describe your approach to user and entity behavior analytics.
ii) Describe how you detect anomalous user behavior.
iii) Describe how you integrate behavior analytics with access controls.
iv) Describe your you reduce false positives in behavior monitoring.
h) Directory Security:
i) Describe your approach to directory services security.
ii) Describe how you secure Active Directory and other directory services.
iii) Describe how you manage directory privilege escalation risks.
iv) Describe your methodology for directory security monitoring and cleanup.
i) PKI and Certificate Management Services:
i) Describe how you design and implement Public Key Infrastructure (PKI) solutions.
ii) Describe your capabilities for enterprise certificate lifecycle management.
iii) Describe how you manage SSL/TLS certificates across diverse environments.
iv) Describe your methodology for certificate discovery, inventory, and compliance monitoring.
v) Describe your approach to code signing certificate management and security.
vi) Describe how you implement certificate-based authentication and encryption solutions.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129667]CATEGORY N: DATA SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Data Security Architecture and Consulting:
i) Describe your approach to designing enterprise data security architectures.
ii) Describe how you assess current data security postures and identify gaps.
iii) Describe your methodology for developing data security roadmaps and strategic plans.
iv) Describe how you align data security architecture with Zero Trust principles.
b) Data Discovery and Classification Services:
i) Describe your methodology for conducting data discovery assessments across diverse environments.
ii) Describe how you design and implement data classification frameworks and schemas.
iii) Describe your approach to developing automated classification rules and policies.
iv) Describe how you help organizations establish and maintain data inventories and catalogs.
c) Data Loss Prevention Program Development:
i) Describe your approach to designing comprehensive DLP programs and strategies.
ii) Describe how you assess and recommend DLP solutions for various environments.
iii) Describe your methodology for developing DLP policies and use cases.
d) Data Privacy and Compliance Services:
i) Describe your approach to conducting Privacy Impact Assessments (PIAs).
ii) Describe how you develop privacy programs and governance frameworks.
iii) Describe your methodology for implementing privacy by design principles.
iv) Describe how you assist with cross-border data transfer assessments and solutions.
e) Information Protection and Rights Management (IRM) Consulting:
i) Describe your approach to designing information rights management programs.
ii) Describe how you secure data across its lifecycle.
iii) Describe how you implement access controls at the document level.
iv) Describe how you integrate IRM with existing security infrastructure.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff  expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129668]CATEGORY O: CLOUD SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Cloud Security Posture Management:
i) Describe your approach to cloud security posture management.
ii) Describe how you assess and improve cloud security configurations.
iii) Describe your methodology for continuous cloud compliance monitoring.
iv) Describe how you implement and manage cloud security baselines.
b) Cloud Access Security:
i) Describe your approach to cloud access security.
ii) Describe your methodology for securing access to SaaS applications.
iii) Describe how you monitor and control cloud application usage.
c) Cloud Workload Protection:
i) Describe your approach to cloud workload protection.
ii) Describe how you secure virtual machines, containers, and serverless functions.
iii) Describe your methodology for implementing cloud workload security controls.
iv) Describe how you integrate cloud workload security with application security.
d) Cloud Security Architecture:
i) Describe your approach to secure cloud architecture design.
ii) Describe how you develop and implement cloud security reference architectures.
iii) Describe your methodology for secure cloud migration.
iv) Describe how you implement security across multi-cloud and hybrid environments.
e) Cloud Security Operations:
i) Describe your approach to cloud security monitoring and operations.
ii) Describe your capabilities for cloud-native security monitoring and response.
iii) Describe your methodology for cloud security incident management.
iv) Describe how you implement and manage cloud security automation.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129669]CATEGORY P: THIRD-PARTY RISK MANAGEMENT SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Third-Party Risk Assessment:
i) Describe your approach to third-party risk assessment.
ii) Describe how you evaluate third-party security postures.
iii) Describe your methodology for third-party risk tiering and prioritization.
iv) Describe how you assess third-party compliance with security requirements.
b) Third-Party Risk Monitoring:
i) Describe your approach for continuous third-party risk monitoring.
ii) Describe how you detect changes in third-party security postures.
iii) Describe your methodology for monitoring third-party security incidents.
iv) Describe how you implement and manage third-party risk monitoring solutions.
c) Supply Chain Security:
i) Describe your approach to supply chain security.
ii) Describe how you secure software supply chains.
iii) Describe your methodology for evaluating and managing supply chain risks.
iv) Describe how you implement and manage software bill of materials (SBOM) solutions.
d) Third-Party Security Requirements:
i) Describe your approach to developing third-party security requirements.
ii) Describe how you implement and manage third-party security contracts.
iii) Describe your methodology for incorporating security requirements into procurement processes.
iv) Describe how you verify third-party compliance with security requirements.
e) Third-Party Incident Response:
i) Describe your approach to managing third-party security incidents.
ii) Describe how you coordinate incident response with third parties.
iii) Describe your methodology for assessing third-party incident impact.
iv) Describe how you manage remediation of third-party security incidents.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129670]CATEGORY Q: MOBILE SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) Mobile Device Security Assessment:
i) Describe your approach to assessing mobile device security across various platforms (iOS, Android, etc.).
ii) Describe how you evaluate mobile device configuration and security controls.
iii) Describe how you identify vulnerabilities and security gaps in mobile device deployments.
iv) Describe your approach to evaluating the effectiveness of existing mobile security solutions.
b) Mobile Application Security:
i) Describe your capabilities for mobile application security testing.
ii) Describe how you identify vulnerabilities in mobile applications.
iii) Describe your methodology for testing both internally developed and third-party mobile applications.
iv) Describe how you evaluate the security of mobile application data storage, transmission, and processing.
c) Mobile Device Management (MDM) or Mobile Application Management (MAM) Implementation:
i) Describe how you implement and optimize MDM/MAM solutions.
ii) Describe your ability to configure and deploy mobile device security policies.
iii) Describe how you integrate MDM/MAM with existing identity and access management systems.
iv) Describe how you implement containerization and application management on mobile devices.
d) Mobile Threat Detection and Response:
i) Describe how you implement mobile threat detection and response capabilities.
ii) Describe how you monitor and identify threats to mobile devices.
iii) Describe how you respond to mobile security incidents.
iv) Describe how you integrate mobile security monitoring with broader security operations.
e) Bring Your Own Device (BYOD) and Corporate-Owned Device Security:
i) Describe how you secure both BYOD and corporate-owned mobile devices.
ii) Describe how you implement separation of personal and corporate data.
iii) Describe how you enforce security policies while respecting user privacy.
iv) Describe how you address the unique challenges of BYOD environments.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129671]CATEGORY R: CRITICAL INFRASTRUCTURE AND OPERATIONAL TECHNOLOGY (OT) SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your Services address the specifications listed below.
2) Technical Qualifications:
a) OT Security Assessment and Monitoring:
i) Describe how you assess and monitor security in OT environments.
ii) Describe how you secure industrial control systems (ICS), SCADA, and other OT assets.
b) Critical Infrastructure Protection:
i) Describe your approach to critical infrastructure security and resilience.
ii) Describe how you implement sector-specific security controls.
c) OT/IT Convergence Security:
i) Describe how you securing environments where IT and OT systems converge.
ii) Describe how you implement security that respects operational requirements.
d) Industrial Network Security:
i) Describe how you secure industrial networks and protocols.
ii) Describe how you implement segmentation in OT environments.
e) OT Threat Intelligence and Response:
i) Describe how you provide specialized threat intelligence for critical infrastructure.
ii) Describe your methodology for incident response in OT environments.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
[bookmark: _Toc198129672]CATEGORY S: ENDPOINT SECURITY SERVICES
SPECIFICATIONS:
1) Overview:
a) Describe how your endpoint security professional Services address the specifications listed below.
2) Technical Qualifications:
a) Endpoint Security Architecture and Design:
i) Describe your approach to designing enterprise endpoint security architectures.
ii) Describe how you assess current endpoint security posture and identify gaps.
iii) Describe your methodology for developing endpoint security roadmaps aligned with Zero Trust principles.
iv) Describe how you design endpoint security strategies for diverse device types. 
b) Endpoint Security Assessment Services:
i) Describe your methodology for conducting comprehensive endpoint security assessments.
ii) Describe how you evaluate endpoint protection coverage and effectiveness.
iii) Describe your approach to endpoint vulnerability assessment and prioritization.
c) Endpoint Hardening and Configuration Services:
i) Describe your approach to developing endpoint hardening standards.
ii) Describe how you design secure baseline configurations for various operating systems.
iii) Describe your methodology for implementing least-privilege access on endpoints.
iv) Describe how you develop and implement application control and whitelisting strategies.
3) Capability:
a) Describe the location of your service implementation e.g. at the endpoint, network based, and/or cloud based.
b) Describe the scalability, interoperability, customization, and integration capabilities of your services.
c) Describe how your services can adapt to and grow with the needs of the State of North Carolina.
d) Describe the solution roadmap including a vision for the solution, high-level timeline, and description of how customer feedback is collected and incorporated into solution enhancements.
4) Experience and Key Personnel:
a) Describe the position titles and associated, experience, qualifications, certifications, and educational background required by Vendor for Vendor's technical/professional staff expected to perform the services. Resumes clearly demonstrating staff qualifications to perform the services specified in the category will be required with each Statement of Work (SOW).
b) Describe the Vendor's qualifications to perform the services specified in the category.
5) Support and Maintenance:
a) Describe any ongoing support, warranty and/or training services provided to ensure effective and sustained use of your services.
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